Fixmo MRM’
Mobile Risk Management

New Wave of Security and Compliance Challenges in Enterprise IT

With the rapid proliferation of iOS and Android® devices, mobile apps and bring-your-own-device
(BYOD) policies, IT departments are under greater pressure to empower employees while ensuring
they can protect their corporate data and maintain compliance. The game has quickly changed from
command-and-control and risk avoidance to one of employee enablement and risk management.

With Fixmo MRM, organizations can mitigate and manage the risks by securing and monitoring mobile devices and
corporate data. It continuously monitors device integrity and policy compliance, encrypts and protects corporate
data, and produces auditable compliance reports. It enables IT departments to maintain and prove regulatory
compliance, even while providing access to corporate email, browsing, documents and apps on BYOD devices.
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Protect your mobile devices and defend your corporate data.

Enable secure BYOD with access to more than just email.

Maintain policy compliance and prove it with auditable reporting.
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Protect Your Mobile Devices

In addition to securing and managing mobile devices,

Fixmo Sentinel proactively monitors them to detect and

prevent potential integrity and compliance breaches:

«  Comprehensive MDM capabilities

«  Application management and distribution

« Advanced IT policy management

«  Exclusive integrity monitoring and tamper detection

«  OS Rooting and Jailbreak detection

«  Centralized reporting and administration across your
entire mobility deployment

Maintain and Prove Compliance

With Fixmo Sentinel and Fixmo SafeZone,
organizations can proactively monitor system integrity
and policy compliance, and produce auditable reports:
« Detect and prevent policy changes and tampering
«  Keep all corporate data encrypted and contained
even when the device is unlocked

«  Remote lock/wipe of device or corporate container
«  Compliance reports based on actual current state

Secure and Monitor Mobile Devices

Device-Level and Container-Level Policies

Encrypt and Contain Corporate Data
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Maintain and Prove Compliance
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Defense-Grade Solutions Built on Government Heritage

Fixmo’s MRM solutions have been developed as part of a Co-operative Research and
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Secure your mobile devices, protect your corporate data, embrace BYOD, maintain compliance.

Protect Your Corporate Data and Apps

Fixmo SafeZone provides a comprehensive solution

for protecting corporate data and mitigating the risks

of corporate data loss:

- Secure workspace for iOS and Android

«  AES 256-bit encryption of data at-rest and in-transit

«  Secure Email, Browsing, Apps and Documents

« IT policies govern access control and usage

«  Remote lock/wipe of all corporate data

« Advanced IT policies lock down corporate data as
soon as a compromise is detected

Embrace BYOD with Confidence

With Fixmo Sentinel and Fixmo SafeZone,
organizations can embrace BYOD without
compromising on security or compliance:

+  Keep corporate data and apps securely contained
«  Separate device-level and container-level policies
«  Monitor device integrity and react to compromises
«  Ensure the right IT policies are actively enforced

«  Generate auditable compliance reports
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Development Agreement (CRADA) and Technology Transfer Program (TTP) with the U.S.
National Security Agency (NSA). Fixmo Sentinel is included as part of the Security Technical
Implementation Guidelines (STIG) for BlackBerry and Android deployments as specified by
the U.S. Department of Defense’s Defense Information Systems Agency (DISA).

For more information on Fixmo and our Mobile Risk Management Solutions, please contact sales@fixmo.com or visit us at www.fixmo.com
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